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Abstract: Designing the Electronic Voting System is the
biggest challenge, especially in India. It has to satisfy all the
legal guidelines and have a robust tamper proof system. E-
voting system can be made up of central and distributed
network types, but the main disadvantage of central
network is single point of failure. Blockchain technology is a
distributed type of network many applications like
Electronic medical records (EMR), IoT and E-voting. In this
paper an electronic voting system using blockchain
technology with powerful Proof-Of-Voting (POV) consensus
algorithm is developed. This paper evaluates the legal issues
that are encountered in conventional methods and how to
overcome them with the help of blockchain technology. In
this paper one system has made with PoV which increases
security, is of low cost and low power consumption.

Index Terms: Blockchain Technology (BCT), Electronic
Voting (E-Voting) , Proof-of-voting (POV).

I. INTRODUCTION

In early 80’s and 90°s some countries used traditional
pen and paper method for the conduction of general
elections. [1,2,3], Traditional method of conducting
elections had many challenges like rigging, booth
capturing and misleading the results. There was no proper
mechanism to conduct free and fair elections. ~Many
studies were conducted to overcome these issues. E-
Voting System [4] is the most authentic and accurate
method and good solution for conducting fair elections
in the democratic countries. Now a days many countries
are using E-voting systems with a micro controller,
required software with the program designed for the
purpose . There is every possibility to tamper or hack
the system because of central accessible storage. This
may affect the election results. This paper shows
implementation of E-voting system with blockchain
Technology taking into consideration national security,
utilization of efficient man power and minimizing fraud.
The mechanism can be effective if:

1. Voter information and vote casting should keep
in secret.

2. Voter id verification and count of votes have to
be correct.

3. No other person should not tamper the vote.

Blockchain is a digital trust with decentralized,
digitized, public and shared ledger of information that is
resistant to tampering. The main features of blockchain
[5,6] technology is;

1. Enhanced security features, preventing fraud and
data theft.
Improve the overall robustness and integrity.

3. Securing edge devices with authentication and
data management.

4. Reduce the fishing attacks, DDoS (Distributed
denial of service) attacks.

With these features of cryptography, every node in
blockchain is linked with hash pointer, verified signed
transactions are replicated globally on millions of nodes.
For these reasons and features now 33% of organizations
are using blockchain technology.

Section II gives the information about Blockchain as a
service for E-voting. Section III describes proof of vote
consensus mechanism. Section IV describes security
analysis proposed consensus algorithm. Section V
describes conclusion and future scope.

II. BLOCKCHAIN AS A SERVICE FOR E-VOTING

In this section it is considered that E-Voting system is
based on blockchain technology. Firstly, in this section
will be discussed about how to create smart contacts, next
about different frameworks in blockchain then how to
deploy election using smart contacts and in last about the
proposed system.

A. Creating Election Smart Contacts

Smart contacts [7] include identifying the roles that are
involved in election like voter, officer, nodal officer.
There are different election roles can be made as smart
contacts. Figure 1 shows the participants in E-Voting
system and how election will be initiated. Firstly, election
administrator starts the election and after particular time
he closes the election, total election process monitored by
election administrator. Next district officer having the
information about next sub level like district-wise, next
booth officer to the voter last. Booth officer will be in
the polling booth and he monitors the election of
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single polling booth. Smart contacts created for all of
them in the network from administrator to voter. To
cast vote every node has to make authentication. So that
it will give perfect result and no other persons can
tamper the network.

Election
officer
Voter District
Officer
~
Node
Officer

Figure 1. Election process initiation using smart contacts

B. Election Procedure

Election officer creates decentralized application for
election procedure. Main activities of election process
using blockchain technology [14,15,16] are election
creation, voter registration, voter transaction, tallying
results and verifying vote. Figure 2 shows how the
election process done using proof of vote network [17].

A new consensus method permissioned Proof of voting
[8,9] is proposing here. After initiating election process
election starts with candidates list and smart contacts of
every candidate. Each ballot smart contact created by
node officer to particular candidate and it is verified by
district and node officer. Voter registration made by using

Ballot Contract

Election Creation |- Voting
Contract district A
[ A

- Voting © | - Candidates
districts )
- Candidates _ | -Voting ]

) district B

- Candidates

Blockchain

| Oxdeadbeef [*

A Oxfoobar

CVR Journal of Science and Technology, Volume 18, June 2020

DOI: 10.32377/cvrjst1819

proof of vote (POV). If the candidate’s smart contact is
matching with the ballot smart contact then only voter
can cast his vote, if he fails in this process then voter is
not allowed to cast his vote. The same work can be done
using proof of work (POW) [10,11] also, but the power
consumption is very high in POW where as in POV the
power consumption is low. Next session will give the
information about POV consensus mechanism [18,19].
After verification done, tally of votes and voter
transaction can be done by conventional methods.

II1. PROOF OF VOTING (POV) CONSENSUS FOR
E-VOTING SYSTEM

Consensus is important concept in block chain
technology. Block Chain Technology (BCT) is a
distributed technology so that anybody can enter in to the
network if it is permission less BCT. Every node and
process have to maintain same data and understanding. In
permissioned BCT all nodes are known to each other
where as in permission less BCT nodes [20] are unknown
to each other. Some malicious nodes may not follow the
consensus due to that voting data may get leaked.

In this paper the analysis made on byzantine agreement
and smart contacts.

Byzantine agreement: it is an agreement between
every node in the network that they stand up on same
rules. If any of the node is not following the rules then
that node is called as malicious, such nodes will be
removed from network. If the malicious nodes are
increasing and agreement between the nodes are break
means that called byzantine failure.

Smart contacts: is a computer program that directly
and automatically controls the transfer of digital assets
between the parties under certain conditions. A
smart contact works in the same way as a traditional
contact while also automatically enforcing the contact.

POV Network
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Figure 2. Election procedure using smart contacts
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In this proposed consensus [12] algorithm, it will
predict the malicious nodes and removes it from the
Block Chain. In E-voting system it is important to
remove some failures like byzantine failure [13], security
failure, crash failure, software failure and temporal
failure. Figure 2 shows how the consensus achieved in
distributed system. In block chain if any of the node is
behaving like malicious (attacker) then automatically
detected by proof of vote (PoV) algorithm and those
attackers will be removed from block chain.

Attacker

Figure 3. consensus in proof of vote (PoV)

A. Mathematical Model For POV

In Proof of voting consensus algorithm, blockchain
systems are maintained by various enterprises around the
world or country. Applications developed on this network
can serve terminal users across the world. The network
model for POV is shown in figure 4. There are four
following roles in POV  consensus process:
commissioner, butler, butler candidate and ordinary user.

. Commissioner (election officer)
q]]]p Butler candidate ( district officer)

@ Butler (Node officer)
() Ordinary user ( voter)

Figure 4. Proof of voting network model

Commissioner: several voters from different parts of
the country are formed league committee, commissioner
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is one of the members in league committee. In this paper
commissioner is considered as election officer.
Commissioner has the right to recommend, vote and
evaluate the voter. A block is generated in blockchain
network will be sent to all election officers for
verification. When the block has received 51% votes
from all commissioners then the block is considered as
valid block and added to the blockchain.

Butler: Butler is responsible for producing blocks. The
identity of the butler means the separation of a voting
right and an executive right. The function of the butler is
to transact the information from the network gathered by
it and pack the information with the block. Node
officer’s responsibility is same as butler’s responsibility.

Butler candidate: He is the responsible for the
communication between node officer and voter. In our
case butler candidate and district officer both are same.
Butler candidate gathers the information of voter and if it
matches with the network then checks the number of
votes in the network, if the majority of networks are find
then voter is marked as authenticated.

B. Voting Process

Two steps involved in voting procedure. Voting for the
block production and voting for the candidate. The
commissioners vote by returning their signature. In this
analysis, it is assumed that N.- number of commissioners,
Np- number of butler candidates, Ny.- number of butler
and N,- number of voters.

Voting for block production: Butler i generates a
block and sends it to all commissioners. If a
commissioner agrees to produce this block, he will
encrypt the block header and returns the signature to
butler i. If butler i receives at least N./2 + 1 signatures
within the predefined time, the block is valid. Otherwise,
the block is invalid, and will be reproduced by the butler i
+1.

Voting for the butler candidate: Butler ; sends
requests to all commissioners for voting. After collecting
and counting the ballot tickets, butler j generates a special
block with election results and related records. Then
butler ; will send this block to all commissioners for
validation.

Each block generates a random number that determines
who will be the next voter, which ensures that butlers
generate blocks in a random order. The random number
generation algorithm is as follows:

Suppose butler receives signature from K commissioners,
represented by

Ne
signature (i); (U =i= H,? ZH ZNe— 1) (1)

The time it is received from the server is TimeStramp.
Voter authorization made by following equations,
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K-1
R = (z sigmtwelii]) @ Timestramp (2)

i=0
Voter validation can be done by following equation
VV = (Hash(R))modN, (3)

Based on VV value voter validation made if this value
above 0.51 then he is a valid voter otherwise proxy voter.

IV. SECURITY ANALYSIS OF CONSENSUS ALGORITHM

In this the analysis of E-voting using POW and POV
consensus algorithms has been made. This simulation
made by using NS-3 emulator and it is assumed that the

number of commissioners Nc¢=500 and number of voters
Nv=10lakhs.

Consensus mechanism comarision

sponse Time

Re
5

POwW POV POS Bitcoin litecoin

consensus mechanism

Figure 5. Comparison of different consensus protocols

Figure 5 Shows the comparison of different consensus
algorithms. This analysis is made on block chain
implementations and creating smart contacts using NS3.
From above it is concluded that Proof of voting has fast
response time for block creation as compared to other
consensus mechanisms.

E-voting system using BCT is a distributed type
network. Every ballot box in the network act as node and
every node is connected to network. This distributed
network does not allow any other malicious nodes. In this
paper security analysis is made by byzantine failures. In
POW the byzantine failure percentage is more comparing
with POV. The statistical analysis will prove the result.
Table 1 will give the total information about this.

TABLE L.
COMPARISON STATEMENT OF POW VS POV
Consensus Byzantine Smart contacts
Mechanism failures
Proof-Of-Work (POW) 5% Very slow
Proof-Of-Voting (POV) 3.2% Fast
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V. CONCLUSIONS

In this paper, a wunique blockchain-based
electronic voting system that utilizes smart contracts to
enable secure and cost-efficient election while
guaranteeing voters privacy is introduced and also
outlined the systems architecture, the design and a
security analysis of the system.
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